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A New Connected Reality 

Market consensus suggests that to improve 

the security posture of homes and connected 

devices, the following must occur: 

 o security at the device level must improve, 

and 

 o security must be delivered at the network 

level. 

This understanding has created a disruptive 

force driving innovation in the AV and consumer 

security markets. As a result, two leading trends 

have evolved. The first is the development of 

a new generation of home-secure gateway 

products that deliver IoT security. The second 

is the emergence of a definitive opportunity 

for ISPs to deliver their own, branded security 

from their network and Customer Premise 

Equipment (CPE) that connects to the internal 

home network.

Although the market is in its early stages for 

both trends, we wanted to find out whom IoT 

consumers trust to protect them and what they 

would be willing to pay for such services.

We surveyed 1,261 consumers in 10 countries, 

aged 18 to over 60 and asked them about the 

prevalence of IoT devices in their homes. We 

inquired about their awareness and concerns 

related to IoT security, where they would go 

to get help and whom they would trust, what 

actions they would take to cyber-secure their 

homes, and questioned their willingness to pay 

for IoT security services. 

Top Takeaways 

Our survey revealed that 50% of consumers 

polled were concerned about loss of privacy 

or a cyberattack, and 74% were aware and 

concerned about connected toys being able 

to spy and communicate with children. We 

expected a high level of willingness to pay 

for cybersecurity services to protect their 

connected homes. 

We were not disappointed. 

Executive Summary

While growth in the consumer Internet security market is relatively stable, 
consumer IoT has become big business and is currently experiencing 
double digit growth. This disparity is forging a growing gap between 
the amount of unsecured connected devices installed in our homes 
and the rate at which they are being protected. As a result, consumers 
have expressed concerns regarding the security of their devices, the 
content they access and create, and ultimately, an interest in IoT security 
solutions.

Understanding consumer requirements, concerns, and preferences 
related to IoT security presents an opportunity for ISPs to deliver on-target 
cybersecurity solutions for the secure usage of connected home networks 
and devices. This opportunity directly translates for ISPs to drive growth and 
increase their consumer IoT cybersecurity market share relative to existing 
antivirus (AV) vendors.

USA Brazil Israel IndiaUK

Canada Argentina Spain South Africa Australia

 Allot surveyed 1261
 owners of connected
homes in 10 countries
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When asked, from whom consumers would buy security services, 73% of respondents 

expressed a preference. Of these, 22% preferred their ISP. This translates to only 16% 

of the total sample showing a preference for their ISP as a security provider.  ISPs 

were a distant second choice when compared with the three leading consumer 

security brands and a fourth “other” brand.  

The survey results supported our belief that ISPs have an opportunity to 

achieve growth by providing IoT security services in addition to supplying 

Internet services to home subscribers;

The high levels of awareness and concern also imply that ISPs who deliver 

IoT security can also benefit from increased adoption of IoT products and 

services since customers would feel more secure deploying them. 

ISPs are uniquely positioned to gain a market footprint by leveraging their existing, 

direct relationships with their subscribers and taking advantage of their physical 

presence in the home as the provider of CPE. Technically, ISPs are capable of rapidly 

rolling out network/router-based solutions with the addition of a software agent on existing 

CPE and effectively protecting headless end-point devices on which AV software cannot be 

installed.

66% 
of households with  

1-10 devices are willing to 
pay for security services,  

averaging at $4.90

84% 
of households with more 

than 10 devices are 
willing to pay for security 
services, and pay more,  

averaging at $6.16. 

Homes with  
More Devices 
are Willing to  

Pay More

72% OF THE CONSUMERS SURVEYED STATED THAT THEY WERE WILLING TO 

PAY A MONTHLY FEE, AVERAGING AT $5.26, FOR AN IOT SECURITY SERVICE. 
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2 Gartner - Forecast: Information Security Software, Worldwide,  

2016-2022, July 2018

1 Gartner - Forecast Analysis: Internet of Things — Endpoints, Worldwide, 2017 

Update.  Published 27 December 2017 - ID G00347579

Introduction

A New Connected Reality 

Smart devices have become ubiquitous in our everyday lives. Whether it is 

because, we believe the promise that connected home appliances will save 

us time or virtual assistants will make us more efficient - we are connected at 

home, school, work and play.

By the end of 2018 the consumer IoT market is estimated to be around 6.7 billion 

connected devices, growing at a yearly rate of around 30% and worth almost one 

trillion USD1. 

Being connected has had an impact on our lives, many of them positive, as mentioned 

above, but IoT has also exposed consumers to new risks. The growth and dependency 

on connectivity has not gone unnoticed by the criminal population. Unforetold risks have 

emerged as the technologies develop, among them identity theft, ransom attacks, content 

theft, and invasion of privacy.  Security researchers, civil rights activists, and law 

makers have issued a wake-up call demanding security solutions to ensure 

that the use of IoT devices is safe for consumers.

What Does it Mean for the Consumer and the ISP?

Smart homes and multiple connected devices have disrupted the cyber 

security market. 

Gone are the days when consumer cyber security is synonymous 

with anti-virus (AV). AV solutions are fine for programmable devices 

like laptops, desktops, and tablets. But for headless devices or devices 

without an open operation system and user interface, a network-based 

solution is needed. 

The Consumer Security Software market, stabilized at $6.4B in 20182, knows this 

to be true and so does the growing market of security vendors developing secure home 

gateway products or software add-ons to routing equipment. 

ISPs are primed to leverage the opportunity created by the IoT security disruption and 

deliver their own brand of security to the connected home. As a trusted communication 

partner of the consumer, providing customer premise equipment (CPE) and a host of 

applications, content, and software they are primed to succeed.

It is a natural win for both the consumer and the ISP, for the ISP to provide a centralized 

security solution leveraging their existing CPE. With the ISP providing the security 

solution, both the ISP’s network and the home network are protected. Furthermore, 

all of the consumer’s IoT devices, headless or not, can be protected as the security 

services is delivered from the network. Furthermore, security, as an enabler 

would increase the rate of adoption of connected devices and smart homes 

providing even more opportunities for ISPs to provide IoT-related services.

Security 
Market 
Potential

$600B

1.7B

$40B

*OECD.org June 2017

OECD Connectivity Revenue
Mobile BB +  Fixed BB*

Estimated CSP Revenues 
from Security

A headless device is  
a device that operates 
without a monitor, graphical 
user interface (GUI) or 
peripheral devices, such as 
keyboard and mouse. 

Examples include: IP Cameras, 
Refrigerator, AC, Toys, Baby 
Monitors, and Vacuums.

Number of OECD Subscriptions 
Mobile BB + Fixed BB*
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How connected are today’s homes?

Percentage of Types of Devices in Connected Homes

To provide context and a glimpse at the potential market size for consumer IoT security, we asked 

our respondents what their connected homes look like—how many residents live in their homes, 

how many devices they used, and what were those types of devices.  

The role of an IoT security service is to prevent unauthorized access to the various devices connected 

to the home network. With so many notoriously unsecured IoT devices in the connected home, 

there are more opportunities to enter it illegally. Each device represents a virtual door waiting to be 

opened, all a hacker must do is find one vulnerable entry point. 

By understanding the size of the attack surface, we can interpret how important it is to secure the 

connected home.

Today’s home already represents a large and growing attack surface that requires protection.  On 

average, we found that young families, with respondents aged 18–35, presented the largest attack 

surface. 25% of respondents reported more than ten connected devices in their homes.

Almost all the respondents reported owning smartphones or tablets. Entertainment systems were 

the next most prevalent device with an average of 1.7 per household.
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Survey     
Results

83% 
of homes have at least one 
connected entertainment 

device, in addition to a smart 
phone, tablet or laptop. 

Uber-connected homes 
had over 50 devices

The following pages take an in-depth look at 
the questions we asked of 1,261 consumers in 
10 countries, aged 18 to over 60. We share our 
reasoning for asking each question, the results, 
and the key takeaways. 

25% 
of consumers reported 

having 10 or more 
connected devices.

Survey Results
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Mainstream media, news, and social platforms all 

discuss the effects of cybercrime. Stories about 

the lack of security in IoT devices frequently go 

viral. Promoting information about IoT-related 

risks is also driven by government public service 

announcements (PSAs) – including a recent 

PSA from the FBI4. News activity and directed 

campaigns have led to greater awareness of 

these issues among the public.

In the survey we asked consumers about their 

concerns relating to a connected home. Overall, 

a third were most concerned with the loss of 

privacy. This was followed by apprehension 

over cyberattacks (22%) and over-reliance 

on technology (26%). Concerns relating to 

complexity (18%) and cost (6%) came in last.

Loss of privacy, concern of a cyberattack, and 

over-reliance on technology were rated highest 

among respondents who reported that they 

were either victims of a cyberattack or at least 

suspected that they were.

A third of the seniors, who as a group own the 

least number of connected devices, stated that 

over-reliance on technology was their main 

concern. Loss of privacy topped the concerns of 

the younger age groups that have the greatest 

number of connected devices. 

Concern about cyberattacks, such as a virus, 

was distributed almost equally amongst all 

ages, regardless of the number of devices in the 

home. This presents a favorable target for the 

home security market.

We found that 50% of consumers are concerned about loss of privacy or a cyberattack, but that 

does not tell us how vulnerable they think they are. 

To find out, we asked them for their general perception of the level of built-in security in IoT devices 

and how a specific example of an unsecured IoT device affected that perception. We believed this 

would provide a more accurate picture of consumer awareness.

During the holiday season of 2017, the media5 picked up on warnings from the security industry 

and government agencies6 relating to connected toys that could be used by hackers to spy and 

even communicate with children. We also found web sites that stream unauthorized live video 

from private sources to anyone surfing the net.

We asked: Do you think that, in general, connected appliances and devices have sufficient built-in 

security?

The response displayed a healthy level of awareness with 54% stating that built-in security is not 

sufficient, or that that they would only trust selected brands. To refine the general perception, we 

applied the specific case of connected toys.

A cyber atteck

Cost

Complexity

Loss of privacy

Over-reliance 
on technology

18-35

35-60
Over 60

Do connected devices have sufficient built-in security?What concerns do consumers have?
Survey ResultsSurvey Results

ONE IN FIVE ARE CONCERNED ABOUT  

A CYBERATTACK

ONE IN THREE ARE CONCERNED OVER  

THE LOSS OF PRIVACY

Insecam.org live streams 
networked IP cameras from 
across the globe.

The FAQ of insecam.org states that 
the cameras being streamed on the 
site "are not hacked”. All cameras listed 
on the site do not have any password 
protection.

5 https://www.bbc.com/news/technology-41976031

6 https://www.ic3.gov/media/2017/170717.aspx

7 https://www.theguardian.com/technology/2017/nov/14/retailers-urged-to-withdraw-toys-that-allow-hackers-to-

talk-to-children4 https://www.ic3.gov/media/2018/180802.aspx

Consumer Concerns
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According to Murphy’s Law, if something can go wrong, it will. The same holds true with connected 

devices—stuff breaks, and people may require help to install or repair things whether these issues are 

security related or not. We wanted to find out how confident people felt with respect to technology 

and how that applied to security best practices. 

The goal was to distinguish between people who would be more open to acquiring security 

technology products as opposed to those who would prefer to use a security service. 

Again, we asked survey participants two questions: how they perceived their technical savviness 

and what security actions do they take.

In response to the first question, 60% replied that they deal with technical issues themselves, a third 

get by with help from family and friends, and 7% will turn to an expert.  

In reply to the second question, which of the following security practices do you perform, most 

of our respondents try and get by with the built in security functions of their devices. Given the 

vulnerabilities of many of these devices, we believe that this creates a false sense of security. 25% 

understand this and complement device security with network-based security (by subscribing to a 

service, or by installing a security product, or both). 8% do nothing. 

When we correlate this response with the security best practices that people follow, we see that 

people who are less technically savvy are also averse to dealing with security issues. These are 

prime candidates for an opportune ISP-delivered security service.

We asked our respondents if they were aware and concerned of the possibility that connected 

toys could be used to spy on their family. 75% of all respondents were aware and concerned of 

this possibility, including (coincidently) 75% of  those who said that built-in device security was 

sufficient. 

This effectively increases the number of people who are concerned about IoT security and 

represents an opportunity to sway opinion towards a trusted service provider to deliver security 

services.

Do you think built in security is sufficient?

Yes

I would trust selected brands

I don't know

No

Can devices or toys with 
built-in microphones and 
cameras be used to spy 
on you and your family? 

Security Practices

None

Device Level: Change default password 

Device Level: Advanced security settings

Device Level: Software is up-to-date

Home-network security product

ISP security service

75% of respondents said they 

were concerned.

19% Were sceptical that it is true 

6% Were not aware of the danger

Where do people go to get help?
Survey Results

22%

35%

23%

24%

75%

19%

6%

8%

67%

49%

64%

18%

11%
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With 50% of consumers concerned about loss of privacy or a cyberattack, and 75% aware and 

concerned about connected toys being able to spy and communicate with children, we expected 

a high level of willingness to pay for security protection.  An overwhelming number of respondents 

stated that they were willing to pay for an IoT security service.

The survey took the respondents through a journey of security awareness and concerns related to 

their connected homes. This may explain why 72% of them are willing to pay for a security service. 

Of those, most people agreed to pay up to $5 a month to secure their connected homes.

In addition, security awareness may also grow as an organic result of technology adoption and 

its jargon. Just as the cloud—once a term reserved for the global distribution of water—is now 

associated with a place to store digital pictures among other things, similarly, ransomware, hackers, 

and malware have also become commonly-used terms. 

The survey revealed that the more devices the consumer had in their homes, the more likely they 

would be willing to pay for security services and to pay higher prices for those services. 

But would they trust their ISP to secure their connected home? 

We wanted to compare the level of trust consumers had in their ISP to deliver security services 

relative to three leading security brands and a fourth "other" brand.

The results clearly show that ISPs have some work to do to become the 

preferred supplier of choice. 

When asked, from whom consumers would buy 

security services, 73% of respondents expressed 

a preference. Of these, 22% preferred their 

ISP. This translates to only 16% of the total 

sample showing a preference for their 

ISP as a security provider.  ISPs were 

a distant second choice when 

compared with the three leading 

consumer security brands and 

a fourth “other” brand.

It is worthy to note 

that people who 

demonstrated any type 

of preference also 

expressed a higher 

willingness to pay.

Whom would consumers trust and would they pay for security services?
Survey Results

72% OF RESPONDENTS ARE WILLING TO 

PAY FOR AN IOT SECURITY SERVICE. 

HOUSEHOLDS WITH 10+ DEVICES 

ARE WILLING TO PAY $1.5 MORE THAN 

HOUSES WITH LESS THAN 10 DEVICES.

ISPs ARE THE SECOND CHOICE 

WHEN COMPARED WITH THE THREE 

LEADING SECURITY BRANDS AND A 

FOURTH “OTHER” BRAND.

Survey Results

Are consumers willing to pay 
for cybersecurity services? 

How much are consumers willing to pay 
for cybersecurity services per month?

Whom do consumers trust to 
secure their connected homes?

Yes

Up to $15

3 A/V brands 

No

Up to $10

Don’t Care

Up to $5

My ISP

$1-$2

28%

20%

11%

41%

28%

57%

16%

27%

72%
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I get help from my friends

Summary

I usually deal with it myself

Experts agree that consumer IoT is vulnerable to hacking and malware, and poses a growing threat 

to consumers, and to both the private and public network infrastructure. Some of the largest known 

denial of service attacks were based on IoT devices. Specific research has found a multitude of 

devices with extreme vulnerabilities, and the underlying operating systems and firmware of these 

devices are difficult to update or patch .

Awareness and concern amongst consumers is also relatively high, with 50% of consumers 

concerned about loss of privacy or a cyberattack and 75% aware and concerned about connected 

toys being able to spy and communicate with children. 

Most people configure security settings (such as changing default passwords) but that is not 

enough. Most devices suffer from built-in vulnerabilities and are not designed to run any third-party 

endpoint security software. Hence the need for an external security product or service.

AV vendors have recognized this trend and understand that a growing market is no longer relevant 

for their add-on software. A network solution is required. This understanding has led to the 

development of a new generation of home-secure gateway products that deliver IoT security. The 

challenge that these AV vendors face is that a consumer must actively research and decide to 

purchase, install, set up, and maintain the home secure gateway.  

On the other hand, the disruption in this $6.5B consumer security market has also led 

to the emergence of a definitive opportunity for ISPs to deliver their own 

branded security. ISPs have the advantage of their existing relationship 

with their customers, and physical presence in the home as the 

provider of CPE. Technically, ISPs are uniquely capable of 

rolling out network/router-based security services with 

the addition of a software agent on existing CPE. 

This would effectively protect the connected 

home with significantly less friction in the sales 

process when compared to a standalone 

product.  

This leads us to believe that ISPs are 

best situated to lead the consumer 

IoT security market.

GIVEN THAT AWARENESS IS HIGH, IT COMES AS NO SURPRISE THAT 

CONSUMERS ARE WILLING TO PAY FOR SECURITY, AND THE MORE 

CONNECTED THEY ARE, THE MORE THEY ARE WILLING TO PAY. 

Appendix A

We designed a simple,  

straightforward system to gauge 

respondent risk levels based on 

scoring their answers. Demographic 

information was not used in the 

scoring. Responses were grouped 

into three levels: low, medium, and 

high. For example, if the respondent 

answered “None” to “What 

security practices do you take?”, 

the response was scored high. 

While the average risk score 

was medium, across all 

demographics, we did find slight 

variations of the precise mid-

point between countries. 

We also saw a correlation between 

risk and technical dependency. 

People who depended on expert 

help were at lower risk than those 

who relied on family and friends. I always need an expert

I am really tech savvy

Risk Score Related to Technical Dependency 

Have you been a target of a 
cyberattack, such as a virus, 
in the last 12 months?

For more insights, 
Watch the Webinar:

"Real Consumer Concerns 
About IoT Security"
Hosted by Moshe Elias, 
Director of Product Marketing

High risk

High  
risk

Medium risk

Medium  
risk

Low risk

Low  
risk

7%

13%

48%

32%

It was interesting to find 

that people who reported 

being a victim of malware or 

another type of cyberattack 

received a lower risk score. Yes I suspect so, but i'm not sure I don't know No
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https://www.youtube.com/watch?v=9KM9vh8H0UM&t=611s&index=2&list=PL4peQqmheqKcPAMzhKyzX_F-IbkWwXGku
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About Allot Communications

Allot Communications Ltd. (NASDAQ, TASE: ALLT) is a provider of leading innovative network intelligence and security 

solutions for service providers worldwide, enhancing value to their customers. Our solutions are deployed globally 

for network and application analytics, traffic control and shaping, network-based security services, and more. 

Allot’s multi-service platforms are deployed by over 500 mobile, fixed and cloud service providers and over 1000 

enterprises. Our industry leading network-based security as a service solution has achieved over 50% penetration 

with some service providers and is already used by over 18 million subscribers in Europe. Allot. See. Control. Secure.  

For more information, visit www.allot.com.             
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