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5G is truly a revolution. From distributed architecture, 

through multi-access edge computing sites (MECs) and 

slicing, to cloud native deployments, 5G is not just 4G 

on steroids. Massive broadband, ultra-low latency, and 

millions of IoT devices are truly a quantum leap.  New 

services and applications, like AR/VR-powered gaming 

and autonomous vehicles that take advantage of these 

characteristics, are certain to surprise and delight. 

The 5G future is here – can your QoE keep up?

Already 
deployed 5G

Plan to deploy 
this year

Plan to deploy  
in 2023 or later

Plan to deploy 
next year

43%

20%

26%

11%

89% of mobile operators 

said Traffic Detection (e.g. 

application/subscriber/congestion  

awareness) is very important/critical 

to 5G services and/or network quality

But for this to happen, to meet expectations and SLAs, 

Quality of Experience (QoE) is key. And, based on our 

survey of 100 Tier1 and Tier2 mobile communications 

service providers (CSPs) – you get it. QoE is critical in 

5G, maybe even more than in 4G, and a powerful traffic 

detection capability, that overcomes encryption, is the 

first step
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We have all grown accustomed to video ruling the roost. 

For years, the annual Cisco report  on internet usage has 

headlined the ongoing rise in video traffic, in absolute 

terms and as a percentage of worldwide data traffic. 

Today, it is 80% or more of data traffic world-wide and 

it continues to grow, driving traffic growth, capacity 

expansion, and the need for 5G-scale bandwidth and 

performance. Our research confirms this trend.

The 5G use cases that are changing the game

Not surprisingly, these trends impact how CSPs view 

their various customer segments. As expected, CSPs 

view their high-volume video streamers as one customer 

segment at high risk of churning over unsatisfactory 

QoE. However, gamers are considered even likelier to 

churn over this issue, as 63% see them as 1st, 2nd, or 3rd 

likeliest to churn. There is a fall-off after that in terms of 

today’s prevalent online activities, but one can certainly 

assume that 5G users of use cases such as autonomous 

vehicles, AR/VR, and eHealth will put an even higher 

premium on QoE, with an emphasis on ultra-low latency, 

which is even more critical for them than for gamers. 

And then there is the whole world of as yet unimagined 

apps and services that are sure to take us by surprise 

as the “next great things” – when they are launched 

and take advantage of unprecedented IoT connectivity, 

bandwidth, and low latency! QoE will be ever more 

critical for customer satisfaction and CSP profitability!

Quality issues and impact on customer retention

Gaming

Video streaming

Browsing

Voice over IP

Social networking (FB, Instagram, TikTok, etc.)

Peer-to-peer

63%

51%

47%

62%

48%

29%

Our survey confirms that video and 
overall traffic have risen 15-20% 
annually during the past 3 years.

Encryption is also rising 16% annually - 
as much of video is now encrypted.
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At first glance, there might not appear to 

be a problem. 5G was designed to support 

orders of magnitude greater connectivity, 

bandwidth, speeds, and reduction in 

latency. MECs and network slicing are 

supposed to ensure superior QoE. So, 

what’s the problem. First of all, the 

higher the expectation, the greater the 

risk of disappointment and insufficient 

QoE will be a huge 5G buzz-kill. 

Congestion has been a problem in 

every wireless technology – it has 

At first glance, there might not appear to be a problem. 

5G was designed to support orders of magnitude 

greater connectivity, bandwidth, speeds, and 

reduction in latency. MECs and network slicing are 

supposed to ensure superior QoE. 

So, what’s the problem?  

First of all, the higher the expectation, the greater 

the risk of disappointment and insufficient QoE 

will be a huge 5G buzz-kill. Congestion has been 

a problem in every wireless technology – it has 

always been the case that “if you build it, the 

applications will come” and they consistently 

consume more resources than we ever imagined. 

Traffic has been rising at high, linear rates, but 

expectations are that 5G will trigger an enormous 

rise in traffic and 5G will need to manage QoE 

and congestion, just like every other technology, 

whether between slices or within a slice. As 

mentioned, CSPs get this. They know they will need 

granular traffic detection in order to see and prioritize 

traffic effectively. 

Wait, isn’t 5G good enough?
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How to engineer a better bottom line

For years, CSPs have engineered their networks to 

support peak busy hours. In general, this means over-

provisioning for the steady state, but allows you to get by 

during surges. Cloud native methodology brings some 

relief, as hardware does not need to be pre-allocated to 

specific functions and can be flexibly shared according 

to need. But, regardless, when demand exceeds capacity, 

performance QoE and customer satisfaction suffer. 

Clearly, it would be good business practice to mitigate 

congestion before it impacts QoE.

So, how do CSPs handle congestion? The easiest way 

is by adding capacity. Keep building it faster than they 

keep coming. The problem of course is that capacity is 

expensive. And it is not an immediate fix. You can see 

from our survey that it’s of limited effectiveness, in that 

it’s a continuous, costly proposition. 

In addition, adding capacity does not deal with 

unexpected surges in demand, which occur between 

network expansions. These demand surges, if not 

treated, directly impact customers’ online experience.

Traffic is 
growing 

20% 
annually

Average cost 
per cell is 

$18K
10%  

of cells need 
more capacity 

every year

Everyone 
expands every 

2-3  
years 
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What are they allowed to do to mitigate congestion?

80% of CSPs can prioritize traffic 
when it’s needed most!

ApplicationsService plansServices Users

Only during 
Congestion

Yes

No28%23%21%15%

21%23%24%23%

51%54%55%52%

Automated 
adaptive 
solution

TCP optimization

Simple QoS / rate limit 
for specific applications

59%

34%

7%

How do CSPs manage congestion?

Receive a summary 
report from our 
network vendor

Use an in-house tool

Get complaints via 
customer support 
call center

Receive real-time reports 
from a network vendor
support call center 35%

27%

21%

17%

How do CSPs know about congestion?

Bottom line: congestion is usually not managed in real time. Although 80% of CSPs are allowed to prioritize during 

congestion, their real-time knowledge about congestion 

is limited to, at best, 44% of those surveyed - and it’s 

probably lower as only 1/3 are using automated, adaptive 

tools today. 
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From our experience, automated, adaptive tools, working 

in real-time, can increase virtual capacity by up to 20% 

in congested cells in mobile networks.  And on the 

other hand, it costs a lot of money to keep expanding 

mobile networks. For example, If we make the following 

assumptions:

A mobile network = 10,000 sites (might be 
high for some) 

3 cells per site = 30,000 cells (probably low for 
most) 

10% of cells need capacity upgrade annually 
an avarage cost of $18K

How many customers would pay  
for higher QoE?

Up to 10% would pay  
a premium for QoE

Who is likeliest to pay this QoE 
premium?

Gamers and Streamers 
are likeliest to pay

How much could you charge?

The expectation is that 
on average they would 
pay 10-15%

The yearly cost of capacity upgrades is $54,000,000 

and much higher in large networks.

An automated, adaptive solution could reduce that 

cost by $10.8M per year and has the added benefit of 

assuring high QoE – thereby preventing churn due to 

unsatisfactory QoE.

Managing QoE is not just about saving money. Our 

survey reveals that it can also add revenue!

We already discussed the understanding that customers 

will churn to competitor networks due to unsatisfactory 

QoE. But, what about the flip side?  

Can CSPs extract additional revenue for guaranteed 

QoE? We asked them what they think.
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QoE: the surprising 5G differentiator

It is clear from our survey that 5G is here and traffic 

consumption is about to explode. Furthermore, CSPs 

clearly realize they need both granular visibility and 

precise traffic prioritization, at 5G bandwidth scale, to 

overcome encryption and ensure QoE. Critical apps 

and services, especially new use cases, require extreme 

performance, and premium users will churn if you don’t 

deliver guaranteed quality. To satisfy your gamers and 

streamers and prioritize your tiered customer traffic – 

you have to know and respond in real-time to exactly 

what is happening in your network. It’s not just good 

practice. It’s good business and it can set you apart from 

the competition – by enabling you to deliver on the 5G 

hype.
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In our initial QoE survey 2 years ago, we learned that 

48% of CSPs reported that DDoS accounts for 3-5% of 

their traffic and another 11% reported that it accounts for 

6-10%, when not under attack. There was high concern 

that IoT will make it even worse, and 51% of surveyed 

CSPs anticipated that 5G is going to make DDoS traffic 

even higher. 

We didn’t ask again in this survey, but we have seen 

similar or higher concerns in subsequent webinar polls 

– and they were right. DDoS continues to surge and 5G 

vulnerabilities threaten to make it even worse. So, on 

top of managing everyday congestion – you also need a 

5G-ready DDoS mitigation solution to keep your network 

humming!

Beware the silent 
QoE killer
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5G will require advanced 

traffic detection to enable 

QoE assurance

CSPs lack automated, real-

time tools to monitor and 

mitigate congestion

Regulations around the world 

permit prioritization under 

congestion

Intelligent congestion 

management can save 

money, increase revenue, and 

influence customer satisfaction 

and brand reputation

Key takeaways
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Methodology

In June 2021, to better understand CSP attitudes toward 5G aspects of QoE 

and congestion management, we asked senior decision makers at 100 Tier-1 

and Tier-2 mobile CSPs a series of questions on the topic.

This Telcom Smart Trends (TST) report features their answers, and highlights 

some of the interesting conclusions drawn from the data.

Type of  
Telco Service

Market 
Position

Division 
by Region

Network Engineering 
Job Role

APAC 35%

EMEA 35%

NA 20%

LATAM 20%

70% Tier 1

30% Tier 2

C-level 50% 

Sr. Mgr/Director 30% 

Managers 20% 

100%
Mobile 

Operators
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In addition to 1st-hand research conducted within the 

framework of the June 2021 5G & QoE survey, the 

following resources were referenced in this report. 

 o Cisco Annual Internet Report

 o 5G will start to live up to its hype in 2021

 o The FCC is concerned about 5G security

 o Mobile data traffic outlook

 o Driving QoE: Managing Traffic to Increase User 
Satisfaction and Reduce Costs

 o IDC 5G Security Risks

Resources
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About Allot
Allot Ltd. (NASDAQ: ALLT, TASE: ALLT) is a provider of 

leading innovative network intelligence and security 

solutions for service providers and enterprises 

worldwide, enhancing value to their customers. Our 

solutions are deployed globally for network and 

application analytics, traffic control and shaping, 

network-based security services, and more. Allot’s multi-

service platforms are deployed by over 500 mobile, fixed 

and cloud service providers and over 1000 enterprises. 

Our industry-leading network-based security as a 

service solution has achieved over 50% penetration with 

some service providers and is already used by over 20 

million subscribers globally. For more information, visit 

www.allot.com or Contact Us
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